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Abstract — This paper deals with the problem of identifyinglP within the access networks. Consequently, Law
traffic to or from a user for the purposes of Lawfu Interception Enforcement Agencies have started to turn their

(L1). Systems used for LI of IP wraffic monitor Dynamic Host  attention towards interception of Internet services
Configuration Protocol (DHCP) and Remote Authenticdion

Dial-In User Service (RADIUS) messages to identifithe IP Int t Lawful Int ti ¢ techni
address of packets to be intercepted. This paperedtifies the key nternet Lawiul Interception présents many techinica

information flows between the Network Access ServeiNAS) and ~ challenges to Internet Service Providers (ISPske Oh

the RADIUS and DHCP servers. It ends by suggestingirections ~ the most fundamental and most difficult is linking
for LI research related to user identification. identity to user traffic. Typically IP packets camt no
identification, other than a dynamically allocatéd
address. How can IP packets be linked to particular
I. INTRODUCTION users?

Lawful Interception is the process of intercepting . ]
within a network, communications between parties of Solutions to this problem have been developed based
interest to Law Enforcement Agencies. The inteiogpt ©On Sniffer systems intercepting RADIUS and DHCP
is legally authorised and is conducted without thdraffic. RADIUS is a protocol used to authenticate
intercepted parties being aware of it. Law Enforeatn Username-password combinations when a client ateemp
Agencies include state and federal police, intetige t0 10g on to the network. DHCP is a dynamic method
agencies and independent commissions againgfstwork administrators can employ in their network

corruption. Lawful Interception is often referred as architecture to simplify the allocation of IP adsses. In
‘wiretapping’ or ‘phone-tapping’[1]. medium to large-scale networks, assigning IP addses

to each client computer manually is a long process,

It is litte appreciated how important Lawful Wasting valuable human and time resources. DHCP
Interception is to the Law Enforcement Agenciesallows clients to boot up and obtain an IP adderss
Lawful |nterception is a powerfu| tool in criminahnd other Configuration information such as the submask
security investigations. Governments throughout th@nd default gateway in order to access resources in
world insist that before a telecommunications comypa Network.
can receive its operating license, it must haveldce an )
adequate Lawful Interception system. Governments ca DPHCP and RADIUS can be used in LI systems to
and have delayed or cancelled the rollout of nevdentify a specific user that a legal warrant hagrb

services by telecommunications companies becaese thissued for. If the username-password combinationgbe
were unable to meet their Lawful InterceptionSent to the RADIUS server for validation matchest tf

obligations. a certain individual or group under surveillandes LI
device is able to record the IP address allocasetthat

Until a few years ago, Lawful |ntercepti0n was theCllent From thereon the LI device collects allfficato

sole responsibility of the telecommunicationsand from the identified IP address.

companies. However, with the increasing populawity . ] ]

the Internet and with the increasingly diverse weygat This paper describes a simple cable ISP

it can be accessed, interception within public asce configuration, using RADIUS and DHCP to illustrate

networks has become much less effective than it wab/Pical information flows. Its purpose is to deberit in

Internet cafes, public libraries, Internet kioskslato a  Sufficient detail to enable future work to be cedriout,

lesser extent corporations and universities, aivioie where the robustness of current solutions can be

access to Internet services that is not easilydepted investigated and perhaps to form a base for inyettin
of the whole issue of identity in the Internet.

Keywords — RADIUS DHCP, Lawful Interception.
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The paper begins with an overview of RADIUS and [1l. RADIUS MESSAGEEXCHANGE
DHCP. It then describes how the protocols are used

LI before discussing future research areas A. RADIUS message exchange protocol for user

authentication

When a user initialises a session on an ISP network
Il. - BasicsOF RapIus it is prompted by the NAS for a username-password

A. Remote Authentication Dial-In User Service combination. The username-password is either sent i

. . plain text format using PAP or encrypted formatngsi
RADIUS is a protocol used to both validate o ap “ne NAS sends an Access-Request to the

e comoaions 30 ke & 16010 flous  sever, and ' the _usemame passuor

' combination (and other information) is valid, the
ADIUS server replies with an Access-Accept message
the RADIUS server rejects the request it sends a
ccess-Reject message back to the NAS and network
pocess is denied to the user.

When a client attempts to log onto an ISP’s networkae
they are typically prompted for a username an
password combination to establish their identityd an
right to use the network. A Network Access Serve
(NAS) must determine if the user is allowed to asce
the network resources. To do this it consults the
RADIUS server as to whether the username an

The RADIUS server may choose to challenge the
ser at any time to reaffirm their identity anditheght
0 use network resources by sending an Access-

password are currently valid. The RADIUS servethwi ch .
. ; . allenge to the NAS. The NAS may then again prompt
a database of users and their accounts, eithetatas or the user for their username-password with which the

rejects the username-password combination and sends : i
this information back to the NAS. user must respond in order to retain network acdess

NAS sends a new Access-Request to the RADIUS server
upon the user re-submitting their username-password
8ombination. The RADIUS server may then send

server occurs using UDP packets. The NAS an
RADIUS server share a secret key that is usedeitiky anqther Access—ChaIIenge, an Access-Accept or Aeces
Reject message to the client [3].

and validate one to each other for communication.
RADIUS supports Point-to-Point Protocol (PPP),
Password Authentication Protocol (PAP), Challeng?h
Handshake Authentication Protocol (CHAP) or otheru
authentication mechanisms [2].

Communication between the NAS and RADIUS

Any challenge messages forwarded from the NAS to
e user during the session contain a random nuthber
ser machine must encrypt. The encryption is coteduc

by a smart card or software and requires a se@gt k
Amown only by an authorised machine. The resposise i
sent to the RADIUS server (via the NAS). The resifilt
r@e encryption sent to the RADIUS server determines
whether or not the user is authorized. For inforomabn
RADIUS packet fields and authentication algorithene
Appendix A.

There is also a proxy RADIUS server mechanism.
RADIUS server is placed within a pool of serversrag
as a proxy client to send username-passwo
authorization requests to other RADIUS servers.eOth
authentication servers can also be used in theonktio
aid the RADIUS server. However, Proxy RADIUS is not

covered in this paper. Figure 1 shows the messages sent between the user,

the NAS and RADIUS server to authenticate a.user
B. RADIUS Accounting

One feature of RADIUS is its ability to keep tramk

Username an
user caps (amount of (_Jlata users are allowed to Idadn ] bassword Access-Request
from the ISP network if the user is on a downlo&hp request 7—»
and billing information. This enables the ISP teritify User exchange | -~ ' :
. . machine —————Pk Acces-Accep
its allocation of resources and revenue. The NARIse XN Access-Challenge
the RADIUS server an Accounting-Request and the” N < AccestRejec
RADIUS server, if the account is valid, sends baok |
Accounting-Response. The time and resources used by NAS R?e'?\'zrs
the client are then recorded and stored in the RADI
database at the end of a user session. Autheoticatid Figure 1: RADIUS user validation message flow
accounting can be separately employed and are not
always run on the same RADIUS server. The RADIUS server may, in an Access-Accept

message, send the user IP configuration information
(including the IP address to be assigned to theuseds
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machine, avoiding the need for DHCP). This usualleither sends the client a DHCPACK containing all
occurs with PPP and Serial Line Internet Proto8alliP)  configuration parameters including the IP addrass o
connections. DHCPNACK to deny lease (DHCPNACK may occur if
a client is attempting to renew an address they
IV. BASICSOF DHCP previously owned and for any reason the server @ann
issue them with that particular address again).

A. Dynamic Host Configuration Protocol

DHCP is defined in RFC 2131 [4]. This protocol was The dynamic allocation of IP addresses is on & firs
designed to be compatible with existing BootstragrOme-first served basis. The first client to accept
Protocol (BOOTP) systems, thus it shares much ef thParticular configuration offer from the server waer
same packet format. DHCP is also capable of suipgort Multiple packets of the same offer may be on the

BOOTP clients without any modification to thesenetwork will be allocated that address. Figure bwe
clients. UDP port 67 is reserved for DHCP servers a Shows the basic flow of DHCP packets between aserv

port 68 for clients. and client initiating a lease on the same subnet.
DHCP provides network administrators with an easy ] 1. DHCPDISCOVET

way to distribute IP addresses and other network

configuration information quickly and easily. DHCP <4——2-DHCPOEEE]

also gives network administrators flexibility inaththe M;’;irne 3. DHCPREQUES )

pool of IP addresses may simply be a range of addse

and every time a client logs into the network admn «—4-DHCPACK/ DHCPNACH

unused address can be assigned to the client (dky))arv/

It can also distribute specific addresses to sjgedients — (optional) -

for permanent use (static), or allocate a randoosed server

permanent address to a client (automatic). Othtormp Figure 2: Basic DHCP packet flow

are also available to the network administrator

In the case that the DHCP server is on another
subnet, the DHCPDISCOVER broadcast packet a client

A. DHCP message exchange protocol for user authentication ~ Sends is received by a proxy device (most commanly
When a client boots up or attempts a networl(om_er) _and foryvarded to the DHCP server. The Proxy

connection by dial-in, it must obtain a unique tRliess _deV|ce Inserts its own IP. address_correspondingnéo

to communicate with other nodes on the network. Th terface on which it received the DHCPDISCOVER as

first step a client takes to obtain an IP addrassoi the source address. As the packet passes throegh th

broadcast a DHCPDISCOVER message using its Med%lroxy device it increments the hop count from @ tso

Access Control (MAC) address, sometimes known @s gfhat the DHCP Server knows the client resides on
“ink layer address’, as its identifier. These oast another subnet. In this way the DHCP server caul sen

JPHCPOFFER packets to the proxy device and they will

and ignored by all other devices on the networke ThOt be discarded, but forwarded on to the clieftisT
DHCP server or servers reply to the DHCPDISCOVER'OCEsSS 1S repeated for the DHCPREQUEST and
message with a DHCPOFFER message containing the {PSPONSE:

address it is offering to the client. The clientynchoose
any of these offers, either based on the firstrofe
arrive or other factors such as the offer that tees
longest IP address lease time. The client may al
perform an ARP request to check that the IP addgess
not already in use on the network [5]. If it fintee IP
address is in use, the client will send the seraer
DHCPDECLINE message and the server will mark th
address as bad.

V. DHCPMESSAGEEXCHANGE

To renew a dynamic lease the client sends a
DHCPDISCOVER message and the process repeats. The
Scaient will usually (but not always) request thioahtion
of the same IP address. If a graceful shutdownhef t
client is performed it sends the DHCP server a
DHCPRELEASE packet to indicate the server should
elease the IP address so that other clients miynoib.
f the shutdown was not graceful, the IP address is
released once the lease time has expired. The DHCP

In reply to a DHCPOFFER a client responds directl erver does not send packets to the cIie_nt to
to the DHCP server with a DHCPREQUESTaCknOWIedge t_he release of an IP address, since it
acknowledging its agreement to the server’s oiggin assumes the client has already shutdown.
using the MAC address as its identifier. The sethien
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At any time a client may send the server a DHCP

DHCPINFORM packet to request information regarding %e'\;l"Teé’ LI Device
local configuration parameters [6]. |:| | |
The DHCP server keeps a list of all IP addressass th AT
are available to be offered to potential clientsalso ard enble mogem
keeps a list of IP addresses it has assigned t@uiEm NAS
interfaces and an identifier such as their MAC adsdr Internet = (Firewall
The DHCP server may or may not have a registestd li
of MAC addresses of computers for which it is to an/zzggeﬁ
allocate IP addresses. For information on DHCP giack exchange ‘
fields see Appendix B. REDIUS
erve
VI. RADIUS AND DHCPIN LAWFUL INTERCEPTION Figure 3: Ll in a simplified ISP network architertu
A. Incorporating RADIUS and DHCP with an interception When a user's computer boots up it broadcasts a
device. DHCPDISCOVER packet onto the network and obtains

There is currently no standard specifying where LN IP address from a DHCP server. The user is ariabl
devices are placed within a network to monitorficaf @ccess network resources beyond the NAS at this tim
Each ISP or enterprise has a different physical angince the firewall will not permit packets with $hiP
logical structure and wuses IP protocols andddress to pass through. It could, however, comeatsi
communications technologies in different ways. EherWith local devices. The NAS consults the RADIUS
are many models that could be implemented for a¢he Server with the username-password combination isf th

with its own advantages and disadvantages. Thigrpapuser and either allows or denies them access hgsed

interception. Firewall allows the IP address to pass onto the/ort

RADIUS and DHCP are used in LI since they deal An LI device placed between the DHCP server and
with the identities of network users. RADIUS ‘kndws NAS reads all usernames sent to the NAS for
who is using the network (and possibly their altedalP ~ @uthentication and the IP address their computave h
address if it has assigned it to user) and DHCRWe1  ©Obtained. The LI device needs to have the abititied
the IP addresses it has allocated. Authorities cafi® username and password in the authentication
pinpoint their target then collect all packets asated protocol transmitted between the user and the NAS.
with the user based on the IP address allocatatato Would also need to have all encryption keys in otde
user via either RADIUS or DHCP. Note that otherdecrypt the packets. The type of authenticatiorioem
variables such as MAC address, NT username, 802.1¢ged depends on the ISP’s particular preferenceenWh

VLAN tag or a combination of these may also be used the LI device detects packets belonging to the ispec
monitor traffic [6]. user whose packets it is to intercept, the LI devic

records their IP address and begins monitoring all

When a warrant is issued by an authority to infetrce COmmunications to and from this IP address.
the traffic of a particular user or group of usews,ISP is ) ) ]
required to provide resources to fulfil that watrahll Note that if PPP is used the IP address is allddaye
ISPs have records containing personal informatibn JXADIUS, whereas with cable modem connections a
their customers such as their name, address, phoR&ICP server may have allocated it before authetiita

number and can naturally access the particularsuseroccurred. In the case of PPP, the LI device woelkeat
username. and record the IP address allocated to the usetheia

RADIUS server as it reads authentication messages

A schematic diagram of a theoretical Cab|ebetween the user and the NAS. It would then prod:eed
interception model utilising both RADIUS and DHCP monitor the user.
that is analysed in this paper is shown in Figur®tBer ) _ o
protocols may be used for this task but this péparses The cable access process is described in Figure 4.
only on RADIUS and DHCP. The authentication
protocol used between the user and the NAS isreithe
standard, such as PAP and CHAP, or proprietary.
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1. Client obtains IP addre RADIUS and DHCP are established protocols that

— gogligﬂgzesnﬁggrnetwmk are used by current LI systems. Their role in ISEru

connection and RADIUS validation and configuration distribution has beaken
|:| | g-2uthentication occurs p, ISP advantage of and incorporated into LI. The messages
3. LI detects user it is to exchanged between the user, DHCP server, NAS and
monitor and begins capturing RADIUS server enable law enforcement agencies to
User Machine ~ thelr data identify a target user and their configuration mfiation.
4. Firewall allows packets . ;
with source/destination IP In this manner they are able to monitor network sifar

addresses of client whose traffic they have a legal warrant.
authenticated to pe
This paper is intended to provide a foundation for
research into LI. Further work following on fromigh
paper will involve investigating the robustness or
The RADIUS server regularly sends challenges to thetherwise of the use of RADIUS and DHCP in LI In
user via the NAS and in doing so the LI device keep  particular, investigations will be carried out into
track of the IP address the user is associated Witthe identifying under what circumstances the mechanism
event that the user has disconnected and anoteehas can fail, how easy it is to subvert it and how ancbe
obtained their IP address, the LI device detectd, th made more robust. Different ISP architectures and
during the authentication, this IP address no longdlifferent RADIUS and DHCP configurations will be
belongs to the target user and stops interceptioffgis investigated.
associated with the IP address.

Figure 4: Basic system operation flow

Lawful Interception has often attracted negative
When the target user obtains another IP address, thublicity because of public suspicion of the way in
LI device detects this when a username-passwonghich it has the potential to be carried out. Iigisite
authentication takes place. The LI device registenew simple to place a device in a network and monitor
IP address with the user it is monitoring and bgginpackets, but another matter to ensure the padkatate
intercepting packets with this new IP address. The intercepted belong only to an individual or grouy f
device stops tracking the user’s packets once #reawt  which there is a legal basis to monitor. One ofrti@y
has expired. challenges for Internet LI is to ensure that oripse
packets for which there is a legal warrant, anathers,
The LI device may store all intercepted data in itsare obtained and used by authorities. We intenttlis
memory cache to be downloaded to the authoritigker work will further that goal
data may be sent directly to the law enforcemeahag
The user is never aware they are being monitored. A REFERENCES
gOOd LI device merely copies all target packet:th&:y [1] Phillip A. Branch, “Lawful Interception of the Interrigt Centre for
pass along the network, so that no packets arel@s®er advanced Internet Architectures Technical ReporDEIBA, Swinburne
due to its interaction. University of Technology, June, 2003
[2] How does RADIUS work? Cisco Systems, Inc.
It is possible that a user machine may have two d}ttn://WWW.Cisco.com/warD/Duinc/707/32.htrﬁlebruary 13, 2003
more IP addresses or that a user may be connectee t [510%, RISV M S Resere, Wil Men Syeen S e
network on two or more machines. As a result, the Lrabiusy, Internet RFC/STD/FYI/BCP Archives,
device continue searching for the username-passwopfp:/www.fags.org/rics/ric2865.htmbune, 2000 o
combination of the user being sent o the NAS, eveffl, 4P 2IOnsIREC 2191 yiamie Host Contguaton Procote
while monitoring that same user’s traffic. March, 1997
[5] Eric A. Hall, “How DHCP Works,
The RADIUS server may contain scripts that can p tte://www.ehsco.com/reading/19960515ncw3. htm,
edited to monitor traffic. A script running on tlserver ~ May 15,2003 , o o
reads all usernames that require authenticatione@re [ CITAEL niercepton Tedinolagiesiite Paper on xarminer 17
target username is found in an Access-Request gEssaecember, 2003)

all packets to and from this user to the RADIUS/ser [7] Joshua Hill,“An Analysis of the RADIUS Authentication Prototol
are copied InfoGard Laboratories,http://www.untruth.org/~josh/security/radius/radius
p ' auth.htm) November 24, 2001

[8] Ralph Droms, Ph.D., and Ted LemoriThe DHCP Handbook,
Understanding, Deploying, and Managing Automated nfi@aration
Service$, Macmillan Technical Publishing, 1999

VIII.C ONCLUSION
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APPENDIXA — RADIUS MESSAGEFORMAT C2 = P2 XOR MD5(S + C1) next 16 bytes

The following Figure represents the RADIUS data
format: and so on so that

Cn = Pn XOR MD5(S + Cn-1)

In Access-Accept, Access-Challenge and Access-
CODE IDENTIFIER LENGTH Reject (these packets are collectively known as the
Response Authenticators) sent by the RADIUS server,
AUTHENTICATOR the result of the following calculation is found ihe
Authenticator field:

ATTRIBUTES...

MD5(Code + Identifier + Length + Request
Authenticator + Attributes + Secret)
Figure 1: RADIUS packet data Upon reception of a Response Authenticator, the
client (NAS) compares the value in the Identifiexld
' . . with any requests pending. If the Identifier fieldlue in
The ‘Codé field (8 bits) determines the type of ;
message being sent. The value in this field igsene the Response Agthenthator packet m_atches that of a
of the following: Request Authenticator it sent, the client checks th
Authenticator value of that packet with its own
calculation of the Authenticator field to determities

Code Message validity of the packet. If at any stage the cliéinds a
1 Access-Request mis-match it discards the packet and does notrimttie
2 Access-Accept RADIUS server. If the packet checks out and the
3 Access-Reject message is an Access-Accept, the NAS allows the use
4 Accounting-Request to access network resources.
5 Accounting-Response
11 Access-Challenge
12 Status-Server (experimental) Figure 2 shows the Request and Response
13 Status-Client (experimental Authenticator packet flow:
255 Reserved
Table 1: RADIUS packet codes R;AeDr\I/LélrS
. . . . . ] Username and Request
The ‘Identifier’ field (8 bits) is a way of keeping password Authenticator
track of the specific conversation between thentland User request AP
exchange Respons

the server. The ‘Length’ field (16 bits) is simpliye Machine > Authenticator
length of the packet that must be within a certaimge T

to be valid. The ‘Attributes’ field contains all tdasuch
as the username and password of the user. NAS
The ‘Authenticator’ field (16 bytes) contents degen Figure 2: Request and Response Authenticator

on whether the packet is being sent by the clieti®
server. In Access-Request packets (also know as the
Request Authenticator) sent by the client, the
Authenticator field contains a secret value (Syathdy
both the RADIUS server and NAS client that is adted
a pseudo-random 128-bit Request Authenticator numbe
(RA). The resulting value is then hashed using MD5.
The first 16 bytes of the user password (P1) ar®>&d
with the MD5 hash result. If the password is lonidan
the 16 bytes, the remaining part(s) of the passvaozd
broken down into 16 byte blocks (Pn) and undergo th
same process as shown in the following formulae [7]

C1 = P1 XOR MD5(S + RA) first 16 bytes
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The ‘option’ field determines the type of message
APPENDIXB — DHCPMESSAGEFORMAT that is being sent. Each Option contains an ‘option
The following Figure illustrates DHCP packet fields code’, ‘option length’ and ‘option data’ sub fieldhe
option code sub field determines the Option fieldfat.
The option length sub field specifies the lengthttué

op | htype | hler | hops option data that is to be received by either thentlor
xid server. This value is set between 312 bytes tolhTés
and can be negotiated. The option data is the lactua
Sec! | flags information being sent by the packet. This incluties
iadd ‘message type’ Option that specifies to the reaethe
cladd type of message. Table 3 shows the message type and
yiaddi values that are found in the ‘option data’ field the
: message type Option [8]. This Option is used inrgve
siadd DHCP message as it identifies to the receiver the
giadd purpose of the message. Other Options include the

‘subnet mask’ option, ‘router’ option, and ‘end’tam.
chaddr (16byte:

sname (64byte Message Type Option Value
file (128bytes DHCPDISCOVER 1
- - DHCPOFFER 2
options (variable DHCPREQUEST 3
DHCPDECLINE 4
) ) DHCPACK 5
: DHCP field:
Figure 1: DHCP fields DHCPNACK 6
DHCPRELEASE 7
Table 2 explains the role of the fields in a DHCP DHCPINFORM 8
packet. Table 2: Message type option data values

Field Bytes Description
op 1 1=BOOTREQUEST
2=BOOTREPLY message

hype 1 Hardware address type

hlen 1 Hardware address length

hops 1 Client=0, used by proxy devices

xid 4 Transaction ID — random numbe
to identify a conversation

secs 2 Seconds since client initiated
contact

flags 2 Flags

ciaddr 4 Client IP address when in

BOUND, RENEW or
REBINDING state
yiaddr 4 Client IP address

siaddr 4 IP address of next server
giaddr 4 Proxy device IP address
chaddr 16 Client hardware address
shame 64 Optional server host name
file 128 | Boot file name

options | var | Optional parameters
Table 1: DHCP fields
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