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Abstract-This paper presents our research on using machine
learning to classify Skype, VolP and other traffic. We are
interested in using a short sliding window rather than the entire
flow. We show that the most effective features for classification
are packet length and packet interval arrival time. Classifiers
constructed to use these features are able to identify traffic into
the categories of Skype, VolP and Other with better than 99%
recall when presented with a ten second sample of the flow.

Index Terms-Skype, VolP, Traffic Classification, Machine
Learning

I. INTRODUCTION

A. Network Traffic Classification:

The Internet is becoming more and more popular with
many new applications and users all over the world. It not
only transfers simple data such as text, file and mail but
people also share their files using ftp and BitTorrent, watch
TV, play online games and communicate with each other
using VolP and Skype. An important question that arises from
security issues and quality of service requirements is how
network administrators can identify traffic that passes through
their networks [1]. There has been some research into
identification which has been based on port number and
protocol to detect traffic in particular networks. However, this
is becoming less reliable with the use of random numbers and
Network Address and Port Translation (NAPT). One
promising way of identifying traffic flow type is to use
machine learning to build up a classifier to identify those
traffic by packet statistics such as the maximum packet length,
minimum packet length and standard deviation.

In this paper we investigate the use of machine learning
techniques to identify traffic generated by a corporate VoIP
system using Cisco IP Phones, traffic generated by Skype and
other traffic from a busy university backbone network.

B. VolIP

VolIP is the technology that allows voice communication
over the Internet Protocol. VoIP systems employ a session
control protocol to establish its calls and transmit data. VVoice’s
analogue signal is converted to digital by using an audio
codec. The voice payload size depends on the type of Codec
we used for the VVoIP phone.

In this work we investigate VolP traffic generated by a
Cisco IP Phone system.
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C. Skype

Skype is a popular, proprietary Voice over IP (VolP)
application which allows people to make telephone calls over
the Internet. Skype users can make phone calls from PC to PC
or from a PC to the normal PSTN network.

Skype clients will attempt to use UDP as transport for
voice data using a variant of the STUN protocol where
necessary, to operate behind a firewall with Network Address
translation (NAT). If an attempt to send and receive voice
directly via UDP is unsuccessful, both clients which are
participating in the call will connect to a Skype Supernode.
The Skype Supernode then will work as a relay to enable the
conversations between 2 these users [1].

Skype normally uses Sinusoidal Voice Over Packet Coder
(SVOPC) while Cisco VolP uses G.711.

I1. VOIP AND SKYPE IDENTIFICATION ISSUES

A. Lawful Interception Obligations

Governments around the world require
telecommunications  carriers and  manufacturers  of
telecommunications equipment to provide facilities and
services to ensure that they can intercept their systems and
services [8].

VolIP and Skype have their own ways of encrypting and
protecting the data. It is impossible to detect and collect the
content of each call. Fortunately, government agencies are
usually only interested in who is communicating with whom
rather than the content of the communication. It is only
necessary for ISPs and telecommunication companies to
provide information about source and destination IP address
about traffic that they know it is Skype and VolP.

B. Purpose of Research

This research is an extension of previous work [1]. That
work demonstrated the effectiveness of machine learning in
identifying Skype traffic in the presence of other traffic
including flows captured on a busy university campus and
game traffic. The purpose of this work is to see if the same
techniques can be used to classify corporate VolP traffic
(VolP) and Skype traffic (Skype) in the presence of other non-
VolP traffic (Other).

I1l. PROCESS AND RESULTS

A. Machine Learning
Machine learning has been shown to be quite effective at
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IP traffic classification tasks [1, 12, 13, 14]. Using machine
learning to identify particular classes of traffic involves the
following steps [3]. First, characteristics of the traffic are
identified that might be suitable for classifying the traffic.
These characteristics are referred to as features. Features can
be associated with single packets, such as packet lengths, or
associated with aggregated traffic statistics, such as means and
standard deviations. Once the features have been identified the
classifier is trained to associate particular features with a
particular class of flows. Once trained, the classifier is tested
on previously unseen flows. In our work, we are interested in
classifying flows into VolP, Skype and Other classes.

The process of constructing the classifier results in a set of
rules or some other mechanism which can then be used to
classify previously unseen traffic flows [2, 12, 13, 14].

There are many different techniques for constructing
classifiers [2]. The broadest categories are unsupervised and
supervised classifiers. Unsupervised classifiers attempt to
group objects with similar features into clusters. This kind of
classifier is commonly used in identifying different classes
that may be present in a particular dataset but is less useful in
classifying objects when the classes are already specified.

The other category of classifier is the supervised classifier.
Supervised classifiers are presented with examples of object
features and the class to which the object belongs. The
classifier adjusts its classification mechanism to best match
the examples presented to it. It ‘learns’ that certain
combinations of features are associated with certain classes.
There are a number of different types of supervised classifiers.
A rule-based classifier uses the training set to construct rules
as to how objects presented to it in future should be classified.
A common way of formulating rules is as a decision-tree,
where a rule is applied and depending on the outcome other
rules branching off that rule are applied until a classification
outcome is achieved.

B. Experimental Method

To prepare training and testing of our classifier, we
obtained datasets containing Skype, normal VolP and non-
VolIP traffic. The non-VolP traffic comprised game traffic and
traces from the University of Twente [11]. Once the datasets
were obtained, features from the captured files were
segmented into sliding windows of 1 to 10 seconds using 1
second increments and separated into two different data sets
which are training set and testing set. After training the
classifier with a training set of particular features, we then
used the testing set to evaluate its performance.

In this research, we used Skype and non-VolP captured
files (in .pcap extension) from previous research [1]. Non-
VolP traffic was obtained from two 24 hour traces from the
University of Twente [9] and three hours of game traffic from
Swinburne University of Technology. Skype traffic comprised
6.8 hours obtained from 18 calls made across a multi-hop
public network. A total of 58 MB of Skype traffic was
collected for analysis, comprising approximately710000
packets. The trace from University of Twente comprised
approximately 503 Mbytesand approximately 752000 flows.

As part of the project, normal VolP traffic was captured
from 15 calls that made up approximately 5 hours of
communication between two 7960 series CISCO IP phones or
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Figure 1. Packet Length Cumulative Distribution Function
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Figure 2. Packet Length Cumulative Distribution Function

a CISCO phone with home phone in normal PSTN network.
Tcpdump which was installed in a bridge under FreeBSD and
was used to capture normal VolP traffic [7].

All raw captured data was processed by Netmate to
generate traffic flows in term of protocol, source IP address,
destination IP address and port number. Each flow was
segmented into subflows of 1 to 10 seconds. Those flows were
then passed through WEKA to train the classifier.

We separated our data source into two different sets. The
first half of all traffic was used to build up the training set and
the other half was used for testing purposes. Our research also
showed that Decision Tree classification using the J48
classifier is the most successful classifier. We also used the
C4.5 Decision Tree Algorithm to choose suitable features.

C. Experimental Results
1. Packet Length

The first packet characteristic that we used is packet
length. Skype packet length varies while normal VolP traffic
has fixed length packets. Other traffic packets are highly
variable.

Our VolP phones used Codec G.711u with the sample
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period of 20 ms. Packet size for this type of codec is 160
bytes/sample. Including IP header, each packet has a size of
200 bytes. By using UDP packet length (fixed at 180) and
standard deviation of 0, it is possible to detect VVoIP from non-
VolP traffic accurately.

Skype uses a different Codec that generates variable length
packets in the range of 20 bytes to 200 bytes plus.

Online game traffic has different characteristics to VolP.
Around 70% of game traffic has the length of 40 bytes.

We used the mean and standard deviation of packet length
to construct a classifier using WEKA [7]. Our results are
shown in Table 1.

2. Inter-arrival Time

Another useful attribute that we can consider for our
classifier is the inter-arrival time between packets. From a
previous study [1], we know that the Skype Client generates
packets at intervals that are a multiple of 16 milliseconds. We
observed intervals times of 16, 32, 48 and 64 milliseconds.
VolIP delay its traffic to generate multiple samples to send in a
single packet. This delay is the sum of sample time and time
to transfer each packet. Game traffic should be sent as fast as
possible.

As we can see from Figure 2, most of the inter-arrival
times between ‘Other’ packets is less than 10 millisecond
while Skype ranges from 0 to 35 milliseconds of delay. VolIP
delay is a longer than game traffic which is from 8 to 15
milliseconds. Calculating mean and standard deviation of
inter-arrival time in statistic flows will help us identify Skype
and VolP traffic.

Applying this feature to train a classifier, our result is shown
in Table 2.

3. Combination of both features

We also constructed a classifier that combined both packet
length and inter-arrival time statistics. Performance is shown
in Table 3. We see excellent recall for 10 second windows.

IV. CONCLUSION

Our work focused on two main attributes to classify VolP
and Skype traffic. These were packet length (mean and
standard deviation) and interval arrival-time. We also
combined both these two groups of attributes in order to
increase the power of classification.

Packet length statistics worked well to identify VolP since
VolIP has fixed packet length. Skype can also be classified
because of its well defined statistical characteristics. From our
testing, inter-arrival time is also a good feature to use for
classification. A classifier that uses both packet length and
inter-arrival time is able to identify the flow very accurately.
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Table 1. Recall for a classifier based on packet length statistics

Type of traffic 1 second 10 seconds
Skype 96% 98%

VolP 100% 100%
Non-VolIP (game, other) | 92% 97%

Table 2. Recall for a classifier based on inter-arrival time statistics

Type of traffic 1second | 10 seconds
Skype 89% 97%

VolP 93% 99%
Non-VolP (game, other) | 92.5% 99.1%

Table 3. Recall for a classifier based on packet length and inter-arrival time

statistics
Type of traffic 1 second 10 seconds
Skype 95% 99%
VoIP 99% 100%
Non-VolIP (game, other) 93% 99.3%
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